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Subject:


Virtual Private Networks based on Cisco routers with VPN accelerators.

Task A: VPN LAN-to-LAN tunnel based on two Cisco routers.

1. Prepare two Cisco routers equipped with hardware VPN accelerators. Connect the routers with any cabling that allows IP traffic (simulating a WAN network). Connect each router via the FastEthernet port to the LAN (with addressing different from that of the opposite LAN), for example:
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Created exercise assumes defining a VPN tunnel over a physical IP infrastructure (normally running through many segments of these WAN). Routers will route the traffic destined to opposite LAN via the tunnel, where it will be filtered and encrypted. The same interfaces can handle regular traffic to the Internet (non-encrypted.

The connection setup (and therefore the configuration steps) can be divided into the following steps:
· authentication of both sides with a use of PSK (Pre-Share Key) technique - this is one of VPN authentication variants, alternative to other techniques using asymmetric RSA keys, etc.

· establishing a connection (communication channel) enabling the encryption keys exchange (so-called VPN Phase 1) using ISAKMP (Internet Security Association and Key Management Protocol)
· establishment (Phase 2) of actual encrypted IP channel called IPSec - based on the ESP (Encapsulating Security Paiload) protocol

· applying of ACL lists, that will specify the rules for sending data through the tunnel 

The VPN session will be started automatically on demand (after the first demand for traffic in the tunnel occures).


2. In both routers enable IP routing: 
Router (config) #ip routing 

and define the names of the routers as R1 and R3 (the rest of this manual will present examples of using commands using these names – to avoid router confusing). 
Router (config) #hostname R1 
Define a default routing rule (in R1 and R3): 
R1 (config) #ip route 0.0.0.0 0.0.0.0 200.200.200.2
R3 (config) #ip route 0.0.0.0 0.0.0.0 200.200 .200.1

Since VPN tunnel settings requires taking into consideration two phases of VPN initiation concerning one after another:

· launching the communication channel based on the ISAKMP protocol (Internet Security Association and Key Management Protocol) used for key exchange (IKE - Internet Key Exchange) used to encrypt the transmission on the second communication channel (IPSec) for the user data exchange, 
· starting the communication channel based on the ESP protocol (Encapsulating Security Paiload) and enabling IPSec (Internet Protocol Security) connection using periodically exchanged encryption keys - provided by ISAKMP.
 Complete configuration of R1 and R3 routers:

R1

ip classless

ip route 0.0.0.0 0.0.0.0 200.200.200.2
access-list 100 permit ip 192.168.124.0 0.0.0.255 192.168.123.0 0.0.0.255

crypto isakmp policy 10

hash md5

authentication pre-share

exit

crypto isakmp key keyyy address 200.200.200.2

crypto ipsec transform-set ciphersss esp-des esp-md5-hmac 

crypto map mappp 10 ipsec-isakmp

set peer 200.200.200.2

set transform-set ciphersss
match address 100

exit

interface fa 0/0

ip address 200.200.200.1 255.255.255.0

crypto map mappp
no sh

exit

interface fa 0/1

ip address 192.168.124.100 255.255.255.0

no sh

exit

R3

ip classless

ip route 0.0.0.0 0.0.0.0 200.200.200.1

access-list 100 permit ip 192.168.123.0 0.0.0.255 192.168.124.0 0.0.0.255

crypto isakmp policy 10

hash md5

authentication pre-share

exit

crypto isakmp key keyyy address 200.200.200.1

crypto ipsec transform-set ciphersss esp-des esp-md5-hmac 

crypto map mappp 10 ipsec-isakmp

set peer 200.200.200.1

set transform-set ciphersss
match address 100

exit

interface fa 0/0

ip address 200.200.200.2 255.255.255.0

crypto map mappp
no sh

exit

interface fa 0/1
ip address 192.168.123.100 255.255.255.0

no sh

exit
3. Experiments

The VPN connection is launched on demand for traffic between private networks. Force such  traffic now (ping from one LAN to another). 
The "pinging" interface must be at computer connected to the private network (LAN) or an interface on the router's private network (LAN). 
Example:
R3 # ping 192.168.124.100 source 192.168.123.100
or (from some computer in network 192.168.123.0/24)
c:\ ping 192.168.124.101

After the tunnel is established, check the VPN connection status:
Router# show crypto ipsec sa
Router# show crypto isakmp sa detail
Check other diagnostic commands: 

Router # show crypto session
Router # show crypto session detail

Router # show crypto isakmp policy

Router # show crypto?


Close the VPN session from in one of the routers:

R1 # clear crypto sa peer 200.200.200.2
or

R3 # clear crypto sa peer 200.200.200.1
Close ISAKMP channels from any side:
Router # clear crypto isakmp


Then check the status of VPN session again, then use the ping command to restore it and check the status again:
R3 # show crypto session
R3 # ping 192.168.124.100 source 192.168.123.100
after some time… :

R3 # show crypto session


4. It is possible to choose encryption algorithms used in the VPN tunnel (DES, AES or 3DES or others) and also key exchange procedures. Change these settings on both routers, e.g.: 
Router(config)#crypto isakmp policy 10
Router(config-isakmp) #encryption aes 128

Other options to configure are versions of Cisco Diffie-Hellman Key Exchange Protocol selectable as endpoint “groups” (of 1,2 or 5): 
Router (config-isakmp) #group 2 
Optionally key lifetime could be changed as well (in seconds, 60-86400): 
Router (config-isakmp) #lifetime 86400
