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Subject:


Preliminary works in the Laboratory. The ergonomics of work in Cisco IOS.

Task A: Basics of Cisco IOS – switch 
1. Prepare one Cisco switch and a computer (PC station). Connected PC’s RS-232 port with proper wiring (blue console cable). Plug in the console cable to switch (socket with CONSOLE markings). In some cases, the console socket is located on the back of switch, and then the side-wall extension cable with black box at the and is installed (for easy connection). 
2. Then run the Putty ([image: image1.png]30y



) program on the PC. It’s a client of several popular network services and it also supports the COM port communication of the PC (which now is connected to console socket of the switch). In the configuration window select a serial connection mode (as shown below). Then click “Open”, which will bring to a blank window of switch CLI (Command Line Interface):
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3. To activate the CLI on the switch, it is necessary to send a predetermined manufacturer’s key sequence. In Cisco’s case it would be just an ENTER key.
Remark: RS-232 console standard does not control the session status, so after disconnecting by wire (physically) it is possible to reconnect another switch without closing the Putty app. The app will just continue.
4. After booting, when the switch is in the default configuration, it will start a configuration wizard. The user then will get series of questions, to set proper configuration values. If so - we'll see the message: 
Would you like to enter the initial configuration dialog? [Yes / no]: 
At this stage we do not need a wizard to be completed (answer negatively or close the wizard process with CTRL-c key sequence).
After that the prompt should be: 
Switch> 
where Switch is the switch device’s hostname. 
The ">" symbol marks the user is logged on the privilege level of 0 (anonymous user level). The Cisco IOS there are 16 privilege levels (0 ... 15). Each time, where user receives the selected level, it can perform operations with that privilege level or lower. Currently, we have factory settings (no passwords set and no users defined) - which allows us to work only on two levels of privilege: the lowest and the highest (15). To go to max privileged mode (with no password for now), issue the command:
Switch> enable
That command could be compared to the su command (superuser) in some server platform operating systems. If the command is issued, you get a prompt:
Switch #
At this point, the so-called CLI exec mode, the user can to carry out diagnostics, maintenance and management of the switch with full functionality allowed.
5. Make a mark '?' to yield the list of possible commands to be executed. Expand the list by pressing several times a space key. Review the commands, checking out some of them (eg. ‘dir’).

6. The most important diagnostic command is "show": This command is used to conduct diagnostic of switch state (resulting from the current configuration or operation), settings and much more. Command parameters (separated by a spaces, and organized in thee-like order) are leading to further details of the device. Execute command: 
Switch# show ? 
and see parameter list of the first level (expand the list by a space key). Recognize already known parameters of this show command, and try to issue some deeper command parameters (eg. show ip ?, show vlan)


7. Use of interfaces: 
An Interface in Cisco IOS represents device (of the system) data input or output. Interfaces can be equivalent to the physical sockets (eg. in a housing of physical device, such as Gigabit Ethernet) or logical (defined by software - eg. Tunnel Dialer, Loopback, BVI, etc.). They also have different functionality (eg. they can function within an IP packeting protocol stack or not). A significant part of the configuration settings are carried out around the interfaces. A large part of their types could also be established (defined or destroyed) dynamically.


Checking up all IP interface features:
Switch # show ip interface ?
One of the most frequently used commands gives a report on currently established IP interfaces:
Switch # show ip interface brief

Interface 

      IP-Address  OK? Method Status Protocol



GigabitEthernet0 / 1 unassigned YES manual down down

GigabitEthernet0 / 2 unassigned YES manual down down

GigabitEthernet0 / 3 unassigned YES manual down down

GigabitEthernet0 / 4 unassigned YES manual down down

GigabitEthernet0 / 5 unassigned YES manual down down
....

Verify that the interface list corresponds sockets in the switch housing.

Two last columns of the report above deserve a special attention. In computer networks, the device active, enabled, functional etc. is marked with the word "up", disabled, broken, removed – with "down". The first column (status) refers to the physical state of the medium (electrical, radio, optical, etc.). There is a special option here: the state “Administratively down”, meaning  “turned off by configuration”. Second column (protocol) defines compatibility (settings). It “up” – the interface protocol (set of rules of communication) is configured correctly, and the interface is compatible with the other endpoint.
Connect the Ethernet cable between your PC station to the switch (selecting any of its Ethernet ports). Observe the messages on the screen. Then retry the command:
Switch # show ip interface brief
checking the status of the ports.

Remark: in Cisco is’t not necessary to complete typing keywords (commands or their parameters). You can type their unique prefixes. For instance, if there is no other commands starting with the letters "sh" besides "show", the "sh" keyword is sufficient to type. The same concerns command parameters. So the previous command can also be written as follows: 
Switch # sh ip int br


In addition, we have the auto-complete <TAB> key available (as usual, it fills the rest of a command or parameter if unique prefix is already typed): 
Switch # sho <TAB>

It is worth to use it for easy teaching and commands or to verify the correctness of their implementation. 
Use it regularly from now to learn the commands (that feature works only when all previous sections of command are written correctly).
8. In most network systems, the functionality CLI ensures, that the maintenance operations are clearly separated from configuration actions influencing device behavior. This is enforced mainly for security reasons. So we usually have special  separated configuration mode available in the CLI (called config, edit, etc.), in which we can make configuration changes. The diagnosis is carried out in exec mode.

To enter the configuration mode must use the “configure” command with parameter specifying a source of the configuration (memory, network, file, or finally the terminal at which user is sitting):
Switch # configure terminal

Switch (config) #
Note the change in the prompt. 
Note: In Cisco IOS a pool of available commands changes whenever we change the mode of operation or an object being configured. Check the available command pool right now:
Switch (config) #?
(and use a space key to expand)
Note: All subsequent laboratory packets will be presenting the proper CLI prompt, where command can be found (before the command itself). Do not retype that prompt in your CLI (it only indicates the status of that prompt to help proper CLI status identification)

9. Go to the interface configuration mode for Ethernet connector, where you have your Ethernet cable connected. For instance: 
Switch (config) #interface GigabitEthernet0/5
in that case GigabitEthernet0/5 is the name of the interface taken from the list previously considered. Note that the prompt changes again (we have the interface selected). Check the pool of available commands for the selected interface: 
Switch (config-if) #?


10. We will now change some configuration interface. Firstly, we will just disable it. To do this, issue the command: 
Switch (config-if) #shutdown
and observe the behavior of the interface (LED lights in the switch housing and messages). Verify (the command show ip interface brief) interface status.
Remark: the show command cannot be used directly in configuration mode. It would be necessary to exit this mode (with exit command or sequence of CTRL-z). Then we can issue this command and return back to continue setting up the device: 
Switch (config-if) #exit
Switch (config) # exit
Switch # show ip interface brief
Switch # configure terminal
Switch (config) #interface GigabitEthernet0 / 5
Switch (config-if) # 
This quite complicated procedure can be simplified by a use of prefix "do" for exec mode commands, being in configuration mode:
Switch (config-if) # do show ip interface brief

11. Configuration files of the switch:
All configuration changes, made by an administrator in the Cisco IOS, are kept in one coherent resource – the running-config (file). Format (syntax) of configuration data is the same as the configuration commands (even including mode changing commands in between). Therefore, the configuration can be re-used as command set in another switch or user as a backup (you can just paste it into the terminal of another device). 
To see the contents of the configuration file, which is currently running, use the command: 
Switch # show running-config

Building configuration ...

Current configuration: 971 bytes

!

version 14.1

ip cef

!

hostname Switch

!

!

spanning-tree mode PVST

!

interface GigabitEthernet0 / 1

!

interface GigabitEthernet0 / 2

!

interface GigabitEthernet0 / 3

!

(...)

!

interface GigabitEthernet0 / 23

!

interface GigabitEthernet0 / 24

!

VLAN1 interface
 no ip address
 shutdown

!

!

line con 0

!

line vty 0 4
 login

line vty 5 15
 login

!

!

end

The "!" means the comment line (empty entry). Configuration above is a typical "factory" config file content, designed to support basic services by the switch immediately. It is worth to be studied - to be able to detect future changes made by the some subsequent steps in that basic pattern. 


When you want to delete the entry from configuration - use the configuration command again, but with the prefix of "no":
Switch (config) #interface GigabitEthernet0 / 5
Switch (config-if)#no shutdown 


There is another configuration file of particular significance - stored in non-volatile memory configuration startup – a startup-config file. It is possible to copy these two files in both directions:
Switch # copy running-config startup-config
Issue that command to store your configuration permanently.

It is also possible to erase the whole non-volatile memory:
Switch # write erase
to restore the factory configuration when you reboot your switch.
12. Another ergonomic elements of the CLI:

CTRL-a - moves the cursor at the beginning of the line-

CTRL-e - moves the cursor at the end of the line

CTRL-r - refreshes the text input (destroyed by system message appearing when you type)
 
up and down arrows - to browse command history



13. Elements related to ergonomics program Putty: 
- right mouse button puts selected (green-highlighted) text into the command line. When nothing is selected – puts the contents of the clipboard 
- Putty application has “Copy all to clipboard” function accessible from upper menu (under the icon in the upper left corner). When finishing – consider writing to a file and taking with you the whole story of the experiments.

